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Abstract 
NetApp® Volume Encryption (NVE) provides a software-based method to encrypt and protect 
data from theft if a disk is repurposed, sent in for return merchandise authorization, misplaced, 
or stolen. This document addresses common questions asked about NetApp Volume 
Encryption. 
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1 Overview 
NetApp Volume Encryption (NVE) is a software-based, data-at-rest encryption solution available starting 
with NetApp ONTAP® 9.1 management software. NVE allows ONTAP to encrypt data and to have that 
data be stored on disk without requiring self-encrypting drives. NVE also allows customers to leverage 
storage efficiency features that would be lost if the customer decided to encrypt at the application layer. 
Customers can use any existing disk with NVE, which also includes NetApp Storage Encryption (NSE) 
drives for “double” or “layered” encryption. NVE is also the only option available for encrypting data in 
NetApp MetroCluster™ software and ONTAP Select. 
1.1 Solution Overview 
NVE is comprised of a software cryptographic module, encryption keys, and a key manager. 
1.1.1 Software Cryptographic Module 
The software cryptographic module performs the data encryption operations as well as generates 
encryption keys for the volumes. 

 
The cryptographic module performs the data encryption at the RAID layer, which is what allows the 
storage efficiencies to work. On a read operation, once the data leaves the RAID layer, it is unencrypted. 
1.1.2 Encryption Keys 
A unique XTS-AES-256 data encryption key is generated per volume. An encryption key hierarchy is 
used to encrypt and protect all volume keys. These encryption keys are never displayed, shown, or 
reported in an unencrypted format. 
1.1.3 Key Manager 
The encryption keys are stored within the key manager. The key manager keeps track of all the 
encryption keys used by ONTAP. 
1.2 Comparison with NetApp Storage Encryption 
NetApp Storage Encryption (NSE) requires all drives in an HA pair to be purpose-built, self-encrypting 
drives. These drives perform the data encryption themselves through a hardware-accelerated 
mechanism. Because of the hardware acceleration, NSE systems, in most cases, outperform NVE 
systems when encrypting data. 
NSE drives also are FIPS 140-2 level 2 validated, whereas NVE has not gone through the validation 
process yet. If FIPS 140-2 data-at-rest encryption is required, then NSE is the only solution available 
today for ONTAP. 
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2 Requirements 
Are there any platform requirements? 
Answer: Yes. NVE requires that the platform CPU provide an offload called AES-NI. The platforms that 
have the required offload are 6280, 6290, 8020, 8040, 8080, and all next generation platforms introduced 
with ONTAP 9.1. 
In addition to a platform, what else do I need to run NVE? 
Answer: You need the ONTAP software image that can encrypt and the NVE software license. ONTAP 
images that are not capable of encrypting data are marked with a special extension. 
Is NVE a licensed feature? 
Answer: Yes it is, for Global Trade Compliance purposes. 
Which key managers are compatible or available with NVE? 
Answer: With ONTAP 9.1, only the Onboard Key Manager (OKM) is available for NetApp Volume 
Encryption. No other key manager is supported. 
What if I have an existing NSE system with an external KMIP key manager and want to use NVE as 
well? 
Answer: The external key manager has to be unconfigured and the Onboard Key Manager (OKM) has to 
be configured. OKM can be used for both the NSE drives and NVE. 
Must all of my volumes be encrypted like NSE? 
Answer: No. With NVE you can choose which volumes are encrypted and which are not. 
Can I use NSE drives as well as NVE? 
Answer: Yes! NVE provides the ability to add another layer of encryption on top of what the NSE drives 
already provide. 
Can I have NVE-capable and non-NVE-capable platforms in the same cluster and still use NVE? 
Answer: Yes. You can have mixed platforms per the standard ONTAP platform mixing rules. Both 
platforms in the HA pair must be NVE-capable. The non-NVE-capable platforms in the cluster are not 
able to host encrypted volumes. 
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3 Architecture 
What is encrypted with NVE? 
Answer: Data volumes, specifically NetApp FlexVol® volumes, are encrypted. Controller root volumes and 
SVM root volumes are not encrypted. Anything that is part of the data volume is encrypted, including 
snapshots and clones. 
Are snapshots encrypted? 
Answer: Yes. 
Are FlexClone volumes encrypted? 
Yes. NetApp FlexClone® volumes are encrypted with the same key as the original volume.  
Can FlexClone volumes be encrypted with a different encryption key than the original volume? 
Answer: Yes. The FlexClone volume must first be split from the original volume. A warning message will 
be issued telling the user to perform a “volume move” to give the split clone a new encryption key. After 
the user performs the volume move, the split clone will have a new encryption key. 
Are data volume encryption keys reused? 
Answer: No. Each data volume key is unique to that volume. 
Can I assign a specific key to a data volume? 
Answer: No. Encryption keys are automatically generated when the volume is created.   
If I use NetApp SnapMirror® to mirror my encrypted volume to a different cluster, is the same 
encryption key used at the destination? 
Answer: No. The destination volume is its own volume and has its own unique key. 
Does NVE encrypt data “in flight”? 
Answer: No. NVE is specifically for data that is stored on disk. 
If I use SnapMirror to mirror my encrypted volume to a different cluster, is the data encrypted “in 
flight” or “over the wire” by NVE? 
Answer: No. SnapMirror sits above the NetApp WAFL® (Write Anywhere File Layout) layer, and thus the 
data sent by SnapMirror is not encrypted by NVE. See the “Solution Overview.” 
Are encryption keys replicated across clusters? 
Answer: No. Encryption keys apply only to a single cluster. 
Where are data volume encryption keys stored? 
Answer: Data volume encryption keys are stored in the WAFL metadata, which is not accessible by the 
user, and the VLDB. 
Can my source volume be encrypted and my SnapMirror target be unencrypted or vice versa? 
Answer: Yes. The source volume and destination volume can have different settings with respect to 
encryption. 
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Is NVE FIPS 140-2 validated? 
Answer: No. Although the algorithms have been put in place so that the NVE, or, more precisely, the 
cryptographic module, can be FIPS 140-2 level 1 validated, the validation process has not yet begun. 
Does NVE provide a special mechanism or procedure to protect against or deal with data spills? 
Answer: No. Because of wear-leveling in SSD drives and the requirement to use the Onboard Key 
Manager, NVE cannot guarantee that a volume key is no longer on the disk. This problem is not unique to 
NetApp; any vendor using SSDs with a local or an onboard key manager has this same problem. 
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4 Configuration 
How do I encrypt a new data volume? 
Answer: See the “NetApp Volume Encryption Power Guide.” 
Can I encrypt existing data volumes? 
Answer: Yes. You can do so by performing a volume move. See the “NetApp Volume Encryption Power 
Guide” for more information. 
Can I encrypt an existing data volume in place (without a volume move)? 
Answer: No. It is not possible to encrypt in place. A volume move is required. 
Can I instantaneously delete a volume encryption key without deleting the volume? 
Answer: The volume encryption key will be deleted with the volume until the volume’s retention period 
expires. The retention period is a standard ONTAP volume feature. Until the retention period expires, the 
data remains encrypted on disk. 
What do I do after the encrypted volume is created? 
Answer: Nothing. ONTAP makes sure that the data with that volume is encrypted. 
Can I unencrypt a data volume? 
Answer: Yes. See the “NetApp Volume Encryption Power Guide.” 
Can I rekey an existing volume or have the encryption key changed for an encrypted volume? 
Answer: Yes. See the “NetApp Volume Encryption Power Guide.” 
Do I have to encrypt all of my data volumes with NVE? 
Answer: No  NVE lets you choose which data volumes are encrypted. 
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5 Performance 
What is the performance impact of NVE? 
Answer: It depends on the customer workload, the number of active encrypted data volumes, the 
platform, and the disk type being used. 
Do certain platforms perform better with NVE? 
Answer: Yes. Platforms with higher core counts perform better with NVE. In certain situations, on the 
higher end, the performance impact of NVE is negligible or unobservable. For example, a FAS8080 will 
be less affected than a FAS8040 for the same workload and the same number of active encrypted data 
volumes. 
Is there a performance difference between SSDs and HDDs while using NVE? 
Answer: Volumes residing in SSDs are typically placed there because of the desire for extremely low 
latencies. NVE extends the path length for each piece of data to where it can be noticed in some 
workloads and operating conditions. The number of IOPS at a given latency can be less with NVE when 
running on an AFF system, for example. For volumes residing in HDDs, the bottleneck in that system will 
be the disk, and very little to no impact should be seen with NVE. 
Will there be an impact on nonencrypted volumes? 
Answer: The impact of NVE comes from extending the processing for the encrypted volumes. 
Unencrypted volumes should remain unaffected while operating during normal conditions. 
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6 Interoperability 
Can I use NVE with MetroCluster? 
Answer: Yes! NVE is the only generally available data-at-rest encryption option for MetroCluster. 
Can I use NVE with ONTAP Select? 
Answer: Yes! NVE is the only generally available data-at-rest encryption option for ONTAP Select. 
Can I use NVE with NetApp FlexArray® software? 
Answer: Yes! As long as the controller supports NVE, you can use NVE. 
Can I use NVE with ONTAP Cloud? 
Answer: No. Currently ONTAP Cloud is not supported. 
Is NVE supported for NetApp Flash Cache™ cards? 
Answer: Data on the Flash Cache cards is encrypted by the same cryptographic module used by NVE. 
Is data in NetApp Flash Pool™ intelligent caching encrypted by NVE? 
Answer: Yes. Data in Flash Pools is encrypted by NVE. 
Are certain features incompatible with NVE? 
Answer: Yes. The following features are not compatible with NVE: 

 NetApp SnapLock® software 
 NetApp FlexGroup volumes 
 External (KMIP) key managers 
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7 Additional Resources 
The following references were used in this FAQ: 
 Clustered Data ONTAP Storage Platform Mixing Rules 

https://fieldportal.netapp.com/content/197582?assetComponentId=197680 
 NetApp Volume Encryption Power Guide 

mysupport.netapp.com 
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8 Contact Us 
Do you have a question that you think we should include in this FAQ? 
Ask us at docfeedback@netapp.com. 
Include NETAPP VOLUME ENCRYPTION TECHNICAL FAQ in the subject line.
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact 
product and feature versions described in this document are supported for your specific environment. The 
NetApp IMT defines the product components and versions that can be used to construct configurations 
that are supported by NetApp. Specific results depend on each customer’s installation in accordance with 
published specifications. 
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